
Zero Trust Networking and Security 
for Live Streaming Audio and Video GPS System

Results
• Simplified network 
• VPN replaced 
• Strong encryption and authentication 
• All ports closed for network lockdown 
• Improved latency 
• Optimised bandwidth usage

Objectives
• Improved performance 
• Improve bandwidth usage  
• Stable and continuous service  
• Third-Parties Secure remote Access 
• Robust security to reduce liability and 

meet regulatory compliance 
• Full control over the network 
• Prevent exfiltration and data loss

Industry
Covert Audio Video Systems  
Law Enforcement

DEM SOLUTIONS specialises in Professional Audio/Video Systems for L.E.A. The company designs, develops and 
manufactures high-tech systems according to the latest technologies in the field of microelectronics and 
communications, with a close eye to innovation and customisation, to meet stringent user’s requirements.
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Use Case

SElink™

Challenges 
DEM Solutions deploy compact audio-video streaming and store & forward  
systems for covert surveillance. Sound and video are captured remotely via 
microphone and camera, transmitted over a 4G network to a central server at the 
management center. A virtual machine connects the Wave4G unit to receiver 
points. Security is usually ensured through a VPN Gateway, creating a private data 
network over the public Internet. Covert surveillance systems must manage 
challenges of reliable, low-latency data transmission maintaining stable 
communication channels for real-time monitoring. Robust encryption to protect 
sensitive information and strong access controls are crucial for system  
deployment and management.

Solution 
After deploying SElink the client experience extensive benefits such as the 
replacement of traditional VPNs with the involved complexities, reduced 
bandwidth requirements, high scalability, and a lower total cost of ownership, 
while maintaining the integrity of mission-critical video and data. SElink, 
powered by Zero Trust Network Access (ZTNA), minimised reliance on multiple 
firewalls and routers through innovative techniques like the closed ports 
approach and strategic VPN replacement. This improved latency for real-time 
streaming and optimised bandwidth usage ensuring reliable performance even 
over poor networks. By enabling client-to-client (C2C) connections, SElink 
allowed secure, direct links to specific target services, eliminating and 
cumbersome setups. Security was enhanced with ports lockdown, protected 
device-to-server connections, unidirectional micro-links, and Zero Trust access 
checks with continuous advanced authentication. The solution’s on premise 
deployment gave the client full control over their infrastructure and data.



The W4G Store & Forward Unit is a compact and innovative solution designed for covert surveillance operations. 
Combining advanced video, audio, and GPS capabilities with cutting-edge connectivity, this miniaturised unit is 
engineered to meet the demands of discreet monitoring and data collection.
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Applications

Monitoring remote environments with real-time streaming

Discreet surveillance in vehicles or hidden installations or body-worn

Collecting geo-tagged evidence with synchronized audio, video, and GPS data

Situational awareness and operational security in covert missions

Key Features

Live Video and Audio Streaming 
Real-time HLS and RTSP video streaming with 

high-quality stereo audio Web-Based Management 
Effortless manage settings, view live streams, and 
access files via the integrated Web Server 
Interface

Scheduler and Automation 
Automate start and stop functions with an 

internal real-time clock

Remote Accessibility 
Use SMS commands for remote settings, hardware 
resets, and real-time updates

Sensor-Based Alerts 
Receive SMS alarms triggered by internal motion 

sensors, VOX, or camera-detected movements

How it works

1 Data Capture and Streaming 
The device records audio, video, 
and GPS data while enabling 

l i v e s t re a m i n g t h ro u g h i t s 
integrated 3G/4G modem

2 Storage and Access 
Files are stored locally or 
forwarded via FTP to a PC or 

server. On-demand or scheduled 
downloads available

3 Power and Scheduling 
Runs on rechargeable battery 
for use or power backup. It 

supports scheduled recordings to 
save power and  avoid detection

Why Wave4G

✓ Hig performance video surveillance 

✓ Crystal-Clear Audio 

✓ Real-Time GPS Tracking

✓ Versatile Connectivity 

✓ Covert and Reliable Operation


